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External Audit and Certification for ISO/IEC 27001:2022

1. Introduction

The Arab American University — Palestine (AAUP), the first higher education institution in Palestine to
achieve ISO 9001 certification in 2013—a certification that remains valid through 2028—invites
proposals from duly accredited Certification Bodies (CBs) to conduct an external audit of its
Information Security Management System (ISMS) in alignment with the ISO/IEC 27001:2022 standard
and to grant the corresponding certification.

AAUP has already established and implemented policies, procedures, and controls consistent with the
requirements of ISO/IEC 27001:2022 and now seeks to engage a reputable and internationally
recognized certification partner to formally complete the accreditation process.

2. Scope of Work

2.1 Certification Audits

e Stage 1 Audit: Review documented information (scope, ISMS policy, risk methodology, risk
assessment, risk treatment plan, SoA, internal audits, management review, KPIs, competence
& awareness, document control). Assess readiness for Stage 2. Issue Stage 1 report with
findings and a Go/No Go decision.

e Stage 2 Audit: Evaluate implementation and effectiveness of the ISMS across the defined
scope, including sampling of processes and locations. Issue Stage 2 report with Non-
Conformity Records (NCRs) if applicable.

* Non-Conformity Management: Evaluate corrective action plans (CAPA) submitted by AAUP and
verify effectiveness; recommend certification once NCRs are closed.

e Certificate Issuance: Issue the official ISO/IEC 27001:2022 certificate indicating scope,
locations, and validity (3-year cycle) and provide the surveillance audit program (Years 2 and
3).

e Use of ICT/Remote Auditing: Remote audit techniques may be used only in exceptional cases
and must be justified in advance.

¢ On-Site Requirement: Audits must be conducted primarily on-site at AAUP premises.
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2.2 Application & Planning Support (Administrative)

Provide application forms and guidance for completion.

Confirm audit time calculation, on-site/remote distribution, sampling, and auditor
competence.

Provide audit plans for Stage 1 and Stage 2 including agenda, auditees, and timing by
clause/process.

3. Standards, Accreditation & Rules (Mandatory)

Bidders must demonstrate compliance with the following:

Conformity assessment — requirements for bodies providing audit and certification of
management systems.

ISMS-specific requirements for audit and certification.

Proof of current accreditation scope explicitly covering ISO/IEC 27001 by an Accreditation Body
that is a signatory to the IAF MLA.

Certification Body must have an official office or authorized representative in Palestine, with
documentary proof of registration or authorization.

The audit team must include qualified and accredited lead auditors permanently based in
Palestine (not temporary hires or junior representatives). CVs and their expertise must be
provided in the bid.

The use of inexperienced or temporary staff in Palestine without the presence of qualified lead
auditors will not be accepted.

4. Expected Deliverables

The Certification Body shall provide:

1.

2.

Stage 1 Audit Report: readiness assessment, findings, and Go/No Go decision.

Stage 2 Audit Report: detailed findings including NCRs (major/minor), opportunities for
improvement (OFls), and sampling evidence.

NCR Closure Verification: evidence review and closure statement.

Certificate: ISO/IEC 27001:2022 certificate valid for 3 years for the agreed scope and locations.
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5. Public Registry Entry: verification entry on the CB’s official registry and guidance on use of

marks/logos.
Administrative Guidance: finalized audit plans for Stage 1 and Stage 2.

Reports: all reports to be delivered in English (PDF and editable formats). Executive summaries

in Arabic are desirable.

5. Audit Team Competence & Impartiality

Lead auditor(s) must be qualified and current for ISO/IEC 27001:2022.
At least one team member fluent in Arabic and English.

Demonstrated experience in auditing ISMS within higher education or similar size sector
(minimum of 3 ISO/IEC 27001 certifications in the last 5 years).

Declaration of impartiality and absence of conflict of interest.
If technical experts are included, their roles and competence must be clearly described.

Qualified lead auditors must be based in Palestine.

6. Submission Requirements

Proposals must include:

Accreditation proof: certificates showing ISO/IEC 27001 scope under IAF MLA AB.

Detailed Methodology: audit approach, on-site/remote mix, sampling, and audit time
calculation.

Team details: CVs, roles, languages, competence, and independence declarations.

Experience: evidence of at least 3 ISO/IEC 27001 certifications in higher education/public sector
or similar size institutions within the last 5 years.

Financial Offer: complete pricing schedule including certification, audit, and surveillance costs.

Legal Documents: company registration, tax clearance, proof of official office/authorized
representative in Palestine, and acceptance of AAUP procurement terms.
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7. Terms, Conditions & Logistics

Audit dates to be agreed jointly between AAUP and the Certification Body.
AAUP will facilitate access to premises, systems (read-only where needed), and records.

Confidentiality & Data Protection: NDA required; all information must be handled per AAUP
rules; data must be encrypted in transit and at rest.

Certificates and reports remain subject to the Certification Body’s accreditation rules. AAUP will
comply with usage policies for logos/marks.

Dispute resolution as per AAUP procurement procedures.

8. Submission & Deadline

Proposals must be submitted in a sealed envelope to Procurement and Purchasing department
of AAUP — Main Campus (Jenin)

Prices should be listed in USD.

Submission Deadline: [26/10/2025] til 14:00.

For inquiries, please contact:

Eng. Islam Mahameed

Expert, Quality Promotion Department

Arab American University — Palestine (AAUP)
Email: islam.mhameed@aaup.edu




