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General Requirements and Technical Specifications
1-1 Introduction

AAUP is currently utilizing FortiAnalyzer to collect and manage up to 15 GB of logs per
day from FortiGate and FortiWWeb devices only. This existing solution is limited in scope,
as it only supports Fortinet devices, restricting our ability to integrate with other
security solutions and technologies.

As part of our ongoing commitment to improving IT security infrastructure, we aim to
replace the current FortiAnalyzer implementation with a more robust Logging and
Reporting Solution. The new solution should be capable of supporting a broader range
of devices, security solutions, and network environments, offering a scalable and
flexible platform for future growth. Our objective is to deploy a Logging and Reporting
Solution that is upgradable, scalable, and flexible, allowing seamless integration with
other security tools such as EDR (Endpoint Detection and Response), SIEM (Security
Information and Event Management), SOAR (Security Orchestration, Automation, and
Response), and more.

This solution will ensure enhanced visibility, comprehensive reporting, improved
threat detection, and a more versatile security monitoring framework that supports
compliance requirements and helps mitigate risks across our entire IT ecosystem.

1-2 General Requirements

1. The proposed solution must meet all specifications outlined in the 'Mandatory
Requirements' section.

2. The solution should support both hardware-based and virtualized deployment
options.

3. The vendor must not be currently blacklisted by any government agency or public
sector organization.

4. The solution should be recognized by industry-standard benchmarks such as
Gartner Magic Quadrant, Forrester Wave, or equivalent certifications.

9. The solution provider should have been listed in the Gartner Magic Quadrant,
Forrester Wave, or equivalent for "Logging and Reporting Solutions" for the past
three years.

6. The vendor should have implemented similar solutions in the past two years in

comparable environments.

The vendor must have a local support presence or an established partner network.

The solution must should be able to incorporate artificial intelligence (Al) and

machine learning (ML) techniques for enhanced security.

9. Vendors must be prepared to provide a product demonstration and proof-of-concept
(PoC) upon request.

10. Official in-person overseas training should be offered and included.

5
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1-2-1
1-2-2 Objectives

The primary objective of this Tender is to solicit proposals for a Logging and Reporting
Solution that will:

« Collect, aggregate, and analyze logs from various devices, applications, and
systems across the organization’s network.

» Dashboards Templates, Ready and Scheduled Reports and Custom Searching

and reporting capabilities.

Enable real-time detection of security incidents and anomalies.

Provide robust reporting and alerting capabilities.

Ensure compliance with ISO 27001 and other relevant industry standards.

Offer scalability for future growth and integration with other security solutions.

1-2-3 Scope of Work
The Logging and Reporting Solution must meet the following key requirements:

1. Log Collection and Management:

o The solution must support the aggregation, processing, and storage of
logs from a wide range of devices beyond just Fortinet solutions,
including firewalls, routers, servers, endpoints, and cloud-based
solutions.

o It should be capable of handling log data from diverse sources such as
network devices, servers, applications, and security tools (e.g., EDR,
SIEM, SOAR).

o The system must be able to process and store logs from systems
generating at least 15 GB of logs per day at the outset, with the ability to
scale as our log volumes grow over time.

2. Real-Time Event Correlation and Analysis:

o The solution should provide real-time log aggregation and correlation to
detect security incidents as they happen, with support for both
predefined rules and customizable correlation rules.

o It should offer the ability to leverage Al, ML Machine Learning and/or
Behavioral Analytics to detect anomalies and potential threats
proactively.

3. Integration with Third-Party Security Solutions:

o The new Logging and Reporting Solution must offer 2 way integration
capabilities with other security tools and solutions, including but not
limited to EDR systems, SIEM platforms, and SOAR solutions.

o Itshould enable seamless data exchange, such as importing event logs,
telemetry, and security incident information for holistic threat analysis.

o The solution should also provide APIs or other mechanisms for custom
integration with additional security tools and technologies as needed.

4. Scalable Architecture:

o The solution must be capable of handling increasing amounts of log
data, with the ability to scale to support more devices, endpoints, and
higher event processing rates as needed.

PPD-P03-R05 3 30/05/2023
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o Itshould allow the addition of new devices or solutions over time without
requiring a complete overhaul of the system, ensuring that our security
infrastructure can grow seamlessly.

o Scalability should extend to both data storage and event processing
capabilities, ensuring that the solution can accommodate future
expansions without performance degradation.

. Upgrade and Flexibility:

o The solution should be upgradable to accommodate future
enhancements, additional features, and new integrations with emerging
technologies.

o It must offer flexibility in terms of deployment options (on-premises,
hybrid, or cloud-based), with support for future technological shifts and
evolving security requirements.

Alerting and Notifications:

o The solution should provide customizable alerting mechanisms, capable
of notifying security teams in real-time of critical security events or
incidents, with automatic escalation workflows.

o Alerts should be context-rich, providing actionable insights that aid in
the response and resolution of potential security issues.

Reporting and Dashboards:

o The solution should offer easy to use, clean Ul/UX, comprehensive and
customizable reporting capabilities that meet various internal and external
reporting requirements.

o Interactive dashboards should allow for the visualization of security
metrics, trends, and threat intelligence in a user-friendly format.

o Reports must be easily exportable in multiple formats (HTML, Word,
PDF, CSV, XML, JSON, ... etc.) for analysis and presentation.

Compliance and Auditing:

o The solution must help maintain compliance with relevant regulations,
including ISO 27001, and provide robust auditing features for logs,
security events, and user activity.

o The system should support long-term log retention policies, ensuring
compliance with internal and external data retention requirements.

Security and Data Integrity:

o The solution must ensure the integrity and confidentiality of log data, with
built-in security features such as role-based access control (RBAC), data
encryption, and audit logging.

o It should support secure transmission of logs and other sensitive data
to prevent unauthorized access and tampering.

10.Deployment and Maintenance:

The solution should be deployable in various environments (on-premises,
hybrid, cloud) with minimal disruption to existing operations.

Ongoing support, software updates, and patches should be available to
ensure the solution remains secure, up-to-date, and capable of adapting to
emerging security threats.

11.High-Availability and Redundancy:

-

-
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« The Logging and Reporting Solution should be able to offer high availability (HA)
and redundancy features to ensure continuous operation in case of hardware
failure or other issues.

o Capabilities such as failover configurations should be supported to minimize
downtime.

12.Vendor Support:

o The vendor must provide robust support, including troubleshooting, system
monitoring, and product enhancements, along with adequate training for staff
to effectively operate and manage the solution.

1-2-4 Technical Specifications

The proposed solution must meet the following technical specifications for 50+
devices and 500+ Events Per Second (EPS) with a perpetual license or Open-Source
Modules with Implementation:

1. Device Capacity:
o Support for at least 50 devices (e.g., servers, firewalls, routers,
workstations, etc.).
o Support for both physical and virtualized environments.
o Scalability for adding additional devices as needed.
2. Event Per Second (EPS):
o The solution should support the ability to handle at least 500 Events Per
Second (EPS).
o Capable of processing high-volume event logs without performance
degradation.
o Should be able to scale to higher EPS if needed, with minimal downtime.
3. All-in-One Deployment:
o The solution must be an all-in-one configuration, integrating collection,
processing, and storage in a single appliance.
o The appliance should include built-in components for dashboards,
reports, log aggregation, analysis, correlation, and storage.
o Capable of handling high data throughput and concurrent processing
for real-time event detection.
4. Perpetual License or Open-Source:
o The license should be perpetual or Open-Source, with no recurring fees
for the core functionality.
o All core features, including log collection, analysis, and reporting,
should be included in the perpetual license.
o The solution should come with a one-time licensing fee for the initial
deployment of 50 devices and 500 EPS.
5. Data Retention and Storage:
o The solution must include sufficient storage for retaining logs according
to organizational or regulatory requirements (e.g., 1 year, 5 years, etc.).
o The storage should be scalable based on the organization's needs.

PPD-P03-R05 3 30/05/2023
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o The system should allow for the retention of logs with proper data

integrity and compression for storage efficiency.
6. Support and Maintenance:

o The vendor must be able to offer paid premium support for the perpetual
license or Open-Source, which includes software updates, patches, and
troubleshooting.

o Support plans should include access to expert-level assistance, and
support should be available 24/7.

o The support plan should offer the ability to receive future product
enhancements as they are released.

7. High Availability and Redundancy:

o The solution should be able to support high availability configurations to
ensure redundancy and minimize downtime.

o Capabilities for failover in case of appliance failure must be included.

8. Security and Compliance: '

o The solution should meet ISO 27001 standards for data security.

o The solution should include features such as role-based access control
(RBAC), encryption of data at rest and in transit, and comprehensive
auditing capabilities.

o Compliance with ISO 27001 must be supported, including features for
implementing security controls, evidence collection for audits, and
reporting.

1-2-5 Submission Requirements
Vendors are required to submit the following documentation with their proposals:

1. Company Profile: A brief description of the company, its history, and its
experience in the security solutions industry.

2. Team Profiles: A detailed information about the implementation and support
experts involved in this project.

3. Proposed Solution Plan: A detailed description of the proposed Logging and
Reporting Solution, including product specifications, architecture, and
deployment options.

4. Pricing: A breakdown of the total cost of ownership, including licensing fees
(free open-source, perpetual or subscription annually or monthly),
implementation costs, and ongoing support and maintenance fees.

5. Support and Maintenance Plan: A description of the proposed support structure,
including available service levels, response times, and maintenance plans.

6. Case Studies/References: Examples of similar Logging and Reporting Solutions
provided to other organizations, including customer references.

7. Compliance Certifications: Explain how and Proof that the proposed solution
complies with ISO 27001 and any other relevant certifications.

1-2-6 Support and Training
Support:

A. Vendors should provide details on their professional service offerings and support structure.
B. Clear SLA should be provided.
- C. Support should be available 24/7/365.

/
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D. Local partner of the vendor must have trained personnel and an available stock of hardware /
software in order to provide an immediate response.

Training:

E. POC and Knowledge Transfer: The bidder must conduct POC upon request, and mandatory
knowledge transfer sessions for the IT team covering storage administration, expansion, and
troubleshooting. This should be considered part of the implementation service and not as formal
training.

F. Training Option: The bidder should provide an official vendor certifiable training program with a per-
seat pricing model. The training must be:

o In-person and conducted outside the country (offshore).
o Exclusive of accommodation, travel, or per diem expenses.
o Online Courses (Including Instructor Led) is not acceptable.

Other capabilities
G. Knowledge transfer for any new products and updates in regular bases
H. Please set out any additional capabilities or other services you provide beyond the scope of
those contained in this request which may be of interest to AAUP.

1-2-7 Total Cost

e All pricing must be inclusive of VAT and clearly itemized.
« The Financial proposals should differentiate between the costs (One-Time payments
/ Subscriptions) of hardware, software, services, training, and optional add-ons.

1-2-8 Evaluation Criteria
Proposals will be evaluated based on the following criteria:

« Functionality and Technical Capabilities: Ability of the solution to meet the
requirements outlined in this Tender.

o Cost: Total cost of ownership, including initial licensing, ongoing support, and
potential for scalability.

» Vendor Experience and Reputation: Proven experience in deploying Logging and
Reporting Solutions in similar environments.

e Support and Maintenance: The quality and responsiveness of support services
offered by the vendor.

o POC results.

o Proposed Training.

o Compliance with ISO 27001: Ability of the solution to help meet the ISO 27001
certification and compliance requirements.
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