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No. Product Qty Unlxjggce Totg{qﬁ;nce
1 Security Operations Center as a Service (SOCaa$) 1 Lot
2 Vulnerability Management Systems (VMS) 1 Lot
3 Training 2 Seats
Total
—pa
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o General Terms & Conditions

o The provider/bidder/vendor must meet all the mandatory requirements specified under each
lot.

o The provider/bidder/vendor should not be blacklisted by any government department or
public sector unit.

e Solutions must be aligned with industry standards such as Gartner’s quadrant, NSS Labs,
Forrester, or equivalent certifications.

e Providers/bidders/vendors must demonstrate the successful deployment of similar solutions
in the State of Palestine within the last two years.

e All prices should be quoted in USD, inclusive of VAT.

o The provider/bidder/vendor must have a support office or representative in the State of
Palestine.

e Presentations, Proof of Concept (POC), and demonstrations must be provided upon request.

e Training must be included and it should be official for at least 2 seats
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. Lot 1: Security Operations Center as a Service (SOCaaS)

AAUP is seeking for SOCaaS Solution that can help AAUP SOC team to align with many different
cybersecurity regulations and reduce the complexity of managing external and internal SOC Threats, Events,
Response and Remediation.

o Objectives and Scope

— Cloud-based security solution that can protect AAUP from cyberthreats in real-time.

— Cut security costs while improving performance.

— Enable advanced analysis with emerging technologies.

— Manage the Threat Response Gaps.

— Enhance AAUP SOC team Monitoring, Detecting, Analyzing and Responding.

— Improve and help AAUP SOC team in Events and Incidents Response and Remediation.

° Proposed Solution must include:

— One-time Assessment (Comprehensive Digital Risk Monitoring Report) for aaup.edu
domain.

— Digital Risk Monitoring (DRM) Platform.

— Security RISK Platform.

— Brand Protection.

— Advanced Reporting and Dark Web Monitoring.

— Data Breach Intelligence (Botnet and Compromised Credentials Monitoring).

— Cyber Threat Intelligence.

— Indicators of Compromise (I0Cs) Access to Data Repository / API.

— Attack Surface Management.

— Behavioral Analysis.

— Ability to integrate with 3rd party security solutions such as Microsoft Defender for
Endpoint and Office 365, FortiWeb (WAF), and FortiGuard.

— 3rd party Read Team Reporting.

— 3rd party 24/7 SOC Team support (Constant communication, Guided team response
and Expert security recommendations).

— SOC Team Training.
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Lot 2: Vulnerability Management Systems (VMS)

Objectives and Scope

AAUP requires Vulnerability Assessment and Penetration Testing (VAPT) services for hosted
internet-facing application servers and firewalls. The scope includes:

Network scanning, malware scanning, application security testing, and more.

Web application assessments based on OWASP standards.

Identification and remediation of security vulnerabilities.

Phased VAPT delivery, including reporting and recommendations.

Mandatory Requirements

VAPT methodology aligned with OWASP and industry best practices.
Certified professionals with experience in VAPT.

Detailed reports on security gaps with remediation recommendations.
Compliance with regulatory frameworks and data security standards.
In-person training for at least two AAUP employees.

Ongoing support and warranty details.

Submission Details

Proposals must include:

— Technical specifications, architecture, and project methodology.

Detailed implementation schedules and milestones.
POC documentation and acceptance test plans.
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Mandatory requirements

Contact details

Please supply details of the certified and expert person(s) at your organisation who can be contacted and
verified by AAUP. Please give their name, title, address and location, telephone number, fax number and e-
mail address.

Company details

Please give details of your company, stating its full registered address and company
registration number and all legal documents.

Please set our details of the partner and vendor company and specify the relationship
between it and your company and provide detailed level of partnership and certification.
Please set out your geographical locations which are relevant to the requirements set out in
this request and the length of time you have operated from these locations.

Your Organisation’s staff

Please give details of your staff numbers, skills, duties and locations those who will be
associated with the proposed work. Please set out any key skills or employee dependencies
and the availability of replacement skills in those areas.

Please explain the organisational and management structure of your organisation (including
an organogram of your executive management) and the roles and responsibilities of the
management teams involved in relation to this request.

Your history, approach, vision and values

Please describe in brief terms, your organisation’s history and the history of provision of
outsourcing services.

Over what period of time have you been providing services which are similar to those which
are the subject of this request.

Please provide details of your corporate and business values and how this affects your
organisation and the services it offers.

Customers and References

Please supply a list of customers that you provided similar services and the types of services
being provided.

Please provide references of work done in the past and the success ratio where services
were provided similar to those being requested.

Outsourcing experience L=e

PPD-P03-R05 3 30/05/2023

v

e ST
Page 12 of 14




Tender 13-2025 AAUP

Please provide details of previous experience in providing similar services to the services
envisaged in this request, particularly your experience which relates to
implementation/transition, service levels, regulatory compliance, achievement of
economies of scale and value for money. Please provide details of size and scale of these
services.

Please specify any additional related services you could offer to AAUP and the benefits of
such services.

Standards and procedures

Please provide details of your quality assurance processes and management systems and if
applicable any quality related accreditations or certifications you hold.

Please set out your policies, procedures and processes in relation to the protection of all
information and data in relation to the services and in relation to other security and
confidentiality matters.

Please provide a brief risk management overview of the risks that you foresee in the
delivery of each area of the requirements you are responding to. Please categorise these
risks according to whether they are risks for AAUP, for you, or risks that are to be shared
jointly. Please specifically state how you propose to manage and/or mitigate these risks.
Please confirm that all goods, services, software and intellectual property which would be
provided or supplied by you in the course of the provision of the services are compliant with
applicable regulatory framework.

Please give details of the systems and processes that are intended to be used to ensure
security of personal customer data.
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o Support and Training
Support:

A. Support should be available 24/7/365.
B. Local partner of the vendor must have trained personnel and an available stock of hardware
/ software in order to provide an immediate response.

Training:

A. SOC Team SOC (security operations center)

CompTIA Linux+: Advance Security Linux Group Training

Official training for AAUP responsible team and security member.
Official Certification should be included

DN w

Other capabilities

A. Knowledge transfer for any new products and updates in regular bases
B. Please set out any additional capabilities or other services you provide beyond the scope of
those contained in this request which may be of interest to AAUP.
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